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Who am I? 



Research directions
Systems & software security

3

• Web security & privacy
• Evolution of the web and 

the browser
• Emerging web threats 
• Web privacy/browser 

fingerprinting
• Web behavior

• Software supply chain 
security

• LLMs in security



Around the table introductions



What is this course?

• LLMs are emerging as an important technology
• There are vast implications in security & privacy
• We need to rethink attacks & defenses in the context of 

LLMs

Examples 👇



Bug bounties

https://hackerone.com/reports/2298307



WhiteRabbitNeo

A copilot for your cybersecurity 
journey

https://huggingface.co/whiterabbitneo/WhiteRabbitNeo-13B



Taxonomy of attacks on 
Generative AI systems

NIST - January 2024

https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-2e2023.pdf



Course Objectives
• Critique published research
• Understand the fundamentals of Large Language Models 

(LLMs) and their capabilities in the context of cybersecurity
• Identify and evaluate potential security risks associated with 

the use of LLM
• Apply best practices for securing LLM-enabled applications
• Critically assess the outputs of LLMs to avoid compromised 

decision-making, security vulnerabilities
• Gain practical experience in applying LLMs to real-world 

cybersecurity scenarios and case studies



Course Design
• This is a special topics class
• Discover the research field together

– Focus is on identifying the key research advancements
– Practical aspect (not just papers)
– This is NOT a machine learning course

• Covering the latest technology
• Security & Privacy oriented



Different lecture styles
• Papers

– Reviews due before class
– Special format with roles

• Hacking
– Demos
– CTFs

• Group project 
– Presentations
– Brainstorming
– …



Group Projects
• Teams of 3-4 people

– Inform the instructor by end of Week 1 (Sun, 14 January, 
23:59)

• Create your own team
• Need to work together
• “Freeloaders” would be penalized



Group Project Deliverables
• Report

– ACM Conference Style
– Around 10 pages

• Code
• Dataset (if any)
• Documentation

– Readme files
– Some comments on source code
– Rationale: Research should be reproducible



• Start work early
• Have regular meetings and prepare for meetings
• Brainstorm constantly for ideas
• Divide and conquer tasks and assign tasks clearly
• Leverage your unique skills
• Work on multiple iterations

– Start with the simplest solution that works
– Improve the simplest solution further

● Document your steps
● Combine project with CTF challenge

Group Projects: Tips



• Propose your own project
– Must be related to LLMs + security & privacy
– Instructor decides if a project is appropriate
– Grading is based on relative quality to other projects

• Please send a short description on discord
– Describes: Problem, Motivation, Relevance
– Latest by the January 30 (end of class)
– First come first serve

• No duplicate/very similar project

– Notification of acceptance: February 6 (start of class)

Group Projects: Selections



Grading
• Participation: 20% 
• Reviews: 20% 
• CTF challenge: 20% 
• Group Project: 40%

– Proposal Presentation: 10%
– Solution Presentation: 20%
– Artifact Evaluation: 10% 



Reviewing Roles
• Scientific Peer Reviewer 
• Archaeologist
• Illustrator
• Academic Researcher
• Industry Practitioner
• Penetration Tester
• Private Investigator
• Threat Model Reviewer
• Reproducibility Hacker (double weight)
• Ethics Investigator



Scientific Peer Reviewer
The paper has not been published yet and is currently submitted 
to a top conference where you’ve been assigned as a peer 
reviewer. Complete a full review of the paper answering all 
prompts of the official review form of the top venue in this 
research area. This includes recommending whether to accept or 
reject the paper.



🏺Archaeologist🏺
This paper was found buried under ground in the desert. You’re 
an archeologist who must determine where this paper sits in the 
context of previous and subsequent work. Find and report on 
one older paper cited within the current paper that substantially 
influenced the current paper and one newer paper that cites this 
current paper.



Illustrator
Design one or more illustrations to accompany the paper. 
Illustrations might clarify the overall approach (e.g., a pipeline 
schematic) or a technical component (e.g., a matrix or other 
mathematical diagram). You might also critically revise existing 
illustrations in the paper to make them more effective.



Academic Researcher
You’re a researcher who is working on a new project in this area. 
Propose an imaginary follow-up project not just based on the 
current but only possible due to the existence and success of the 
current paper.



Industry Practitioner
You work at a company or organization developing an application 
or product of your choice (that has not already been suggested 
in a prior session). Bring a convincing pitch for why you should 
be paid to implement the method in the paper, and discuss at 
least one positive and negative impact of this application.



Penetration Tester
You have been hired to attack the system described in the paper. 
Evaluate the security of the proposed research and identify 
security problems/limitations. Does the research hold its security 
today? 



Private Investigator
You are a detective who needs to run a background check on one 
of the paper’s authors. Where have they worked? What did they 
study? What previous projects might have led to working on this 
one? What motivated them to work on this project? 



Threat Model Reviewer
Define the scope and objectives of the paper’s threat model. 
Clearly state what the threat model aims to accomplish, and 
what system or systems it will cover. Identify the assets that 
need to be protected and the threats that the assets are 
vulnerable to. Identify the vulnerabilities that the assets have. 

[1] OWASP Threat Modeling Cheat Sheet [link]

[2] An Analysis of Open-source Automated Threat Modeling 
Tools and Their Extensibility from Security into Privacy [link]

https://cheatsheetseries.owasp.org/cheatsheets/Threat_Modeling_Cheat_Sheet.html
https://www.usenix.org/publications/loginonline/analysis-open-source-automated-threat-modeling-tools-and-their


Reproducibility Hacker
You’re a hacker who needs a demo of this paper ASAP. Try to 
reproduce the results of the paper on a small dataset or toy 
problem. If the code is not available, implement a small part or 
simplified version of the paper. Prepare to share the core code of 
the algorithm to the class and demo your implementation.



Ethics Investigator
You are a member of the IEEE Research Ethics Committee [1]. 
Are there any ethical considerations associated with the 
proposed research? How do the authors deal with research 
involving human subjects and vulnerability disclosure? 

[1] IEEE S&P 2023 Call For Papers [link] 

[2] Menlo report [link]

[3] ACM Publications Policy on Research Involving Human 
Participants and Subjects [link]

https://www.ieee-security.org/TC/SP2022/cfpapers.html#research-ethics-committee
https://www.dhs.gov/sites/default/files/publications/CSD-MenloPrinciplesCORE-20120803_1.pdf
https://www.acm.org/publications/policies/research-involving-human-participants-and-subjects


Extra stuff to keep the discussion 
interesting 

• alternative title
• missing experiments
• paper writing/presentation improvements



Lecture style
• No full-blown presentation is required
• You are welcome to prepare some slides if you want

– We’ll use a single shared presentation per paper 
discussed

• Scientific Peer Reviewers are responsible for leading the 
discussion on the paper

• Discussion should aim to be of high quality, informed, 
insightful, and interesting

• Goal: critique and analysis, extract research processes that 
are successful



Reviews
• We are going to use hotcrp, like real conferences
• Every week you will have to post your reviews in the system 

for the papers that we have in our schedule
• We will base the discussion based on your reviews
• Reviews will be due the day before the discussion to allow 

time for everyone to see other people’s reviews
• Reviews will not be accepted late and will be assigned a 

grade of zero



Logistics
• Roles will be available for signup based on a shared 

spreadsheet
• Slides should be placed here
• Everyone should submit on hotcrp

– Only Scientific Peer Reviewers submit full reviews
– All other roles should submit their corresponding report 

for their role

https://docs.google.com/spreadsheets/d/1ujNSHPT25ILMm0zoDIrCPVwmhhMutEGzWvr6IPMjm2A/edit?usp=sharing
https://drive.google.com/drive/folders/1WXj3pJT0Nl6xv1yhEG24AcKTmgXy1jcb?usp=sharing


Participation
• In-class discussion
• Based on the reviews

– Comments
– Feedback on reviews
– Answer questions from students

• Go through the roles and engage in a productive discussion
• Engaging in the discussions is an essential part of the course
• Discord

– Identify new research
– Organize LLM-related demos and discussions



Generic Research Goals
• Understand and evaluate research in computer security

– How to read a paper

– How to write a paper 
• your reviews should make comments about the writing of the papers

– How to present a paper

– How to find the next paper to read and build your 
bibliography



What Topics Will We Cover?

An overview of LLMs and their capabilities
The use of LLMs in security applications

The potential security risks of using LLMs
Best practices for using LLMs securely



Administration
• Class website

– https://kapravelos.com/teaching/csc791-s24/syllabus/

• Communication 

– Discord https://discord.gg/eZ4xaasf

– Join and DM to me your NCSU email

• Hotcrp

– https://ncsu-csc791s24.hotcrp.com/ 

• Mail to instructor (for private matters)

– akaprav@ncsu.edu

https://kapravelos.com/teaching/csc791-s24/syllabus/
https://discord.gg/eZ4xaasf
https://ncsu-csc791s24.hotcrp.com/
mailto:akaprav@ncsu.edu


Next lecture
• You will have to read/watch the following in depth:

• Reading
– Efficient Reading of Papers in Science and Technology
– How to Read a Paper

• Writing
– Things I Keep Repeating About Writing
– Writing Technical Articles
– How to write a great research paper (video)
– Tips for Writing Technical Papers
– Common Bugs in Writing
– Paper Writing with LaTeX
– How To Write Papers So People Can Read Them

• Reviewing
– Thoughts on Reviewing
– Writing reviews for systems conferences

http://www.cs.columbia.edu/~hgs/netbib/efficientReading.pdf
http://svr-sk818-web.cl.cam.ac.uk/keshav/papers/07/paper-reading.pdf
https://clairelegoues.com/posts/clg-writing-rules.html
http://www.cs.columbia.edu/~hgs/etc/writing-style.html
https://www.microsoft.com/en-us/research/academic-program/write-great-research-paper/
https://cs.stanford.edu/people/widom/paper-writing.html
http://www.cs.columbia.edu/~hgs/etc/writing-bugs.html
https://filebox.ece.vt.edu/~jbhuang/slides/Research%20101%20-%20Paper%20Writing%20with%20LaTeX.pdf
https://www.youtube.com/watch?v=XpgJ31GKPWI
http://www.icir.org/mallman/papers/reviewing-ccr-apr08.pdf
https://people.inf.ethz.ch/troscoe/pubs/review-writing.pdf


questions?


