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How do we communicate vulnerabilities?
• Common Weakness Enumeration (CWE)
• Common Vulnerabilities and Exposures (CVE)

NIST National Vulnerability Database

CVE feed
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https://nvd.nist.gov/vuln/search/results?form_type=Basic&results_type=overview&search_type=all&isCpeNameSearch=false
https://cvefeed.io/vuln/latest/


CWEs overview
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https://cwe.mitre.org/data/pdfs.html


• Bug bounty programs
• A security.txt file on the website at 

/.well-known/security.txt (RFC 9116)
• Direct organization channels

– An existing issue tracking system
– Generic email addresses such as security@ or abuse@

– Social media

How to report a vulnerability?
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• NULL Pointer Dereference
• Integer Overflow 
• Race Conditions
• Memory Buffer Bounds Violations

– Overflows
– Memory corruption

• Out-of-bounds Write
• Out-of-bounds Read
• Use After Free

Memory and Resource Management
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Injection Vulnerabilities
• SQL injection
• Command injection
• Cross-site scripting (XSS)
• Code injection
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• Default credentials
• Default settings risks
• Cloud storage misconfigurations (exposed S3 buckets)
• Permission Problems
• Error Handling
• Filesystem exposure (directory listing, code leaks, internal file 

structures, etc)

Security misconfigurations
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• Package Dependencies
– Malicious packages
– Dependency confusion
– Vulnerable libraries

•  Development Tools
– Compromised build systems, build tools,  and CI/CD 

pipelines
– Compromised development stack (editor, frameworks, 

dev tools)
• Configuration management tools (Ansible, Puppet, etc)
• Package management software and ecosystems

 Component Vulnerabilities
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Broken Access Control
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• Missing Authentication for Critical Functions
• Improper Authentication
• Use of Hard-coded Credentials
• Missing Authorization
• Incorrect Authorization



Cryptographic Failures
• Insufficient entropy 
• Pseudo-Random Number Generator (PRNG) problems
• Protocol Vulnerabilities (downgrade attacks, etc)
• Encryption Issues
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SANS CWE Top 25

11source 

https://www.sans.org/top25-software-errors/


MITRE CWE Top 25
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https://cwe.mitre.org/top25/archive/2024/2024_cwe_top25.html


https://owasp.org/Top10/ 

https://owasp.org/Top10/


kinda arbitrary :) 
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Lab 01
Pick a CWE from cwe.mitre.org

Find a code example of that CWE

Find a vulnerability of that CWE

https://www.cvedetails.com/vulnerability-list/cwe-55/vulnerabilities.html

Submit your report here: https://forms.gle/12vLetVmszDf5qwNA

🗓Use the report template from labs channel on discord 🗓15

Find any LLM (chatgpt, 
gemini, claude, etc) that 
does not detect it!

https://forms.gle/12vLetVmszDf5qwNA

