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Who am I? 
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Research directions
Systems & software security
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• Web security & privacy
• Evolution of the web and the 

browser
• Emerging web threats 
• Web privacy/browser 

fingerprinting
• Web behavior

• Software supply chain security
• AI security



What is this course?

Systems
Attacks

& Defenses
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LLMs are significantly 
changing the landscape of 
security
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Bug bounties

https://hackerone.com/reports/2298307 6



WhiteRabbitNeo

A copilot for your cybersecurity 
journey

https://huggingface.co/whiterabbitneo/WhiteRabbitNeo-13B 7



Taxonomy of attacks on 
Generative AI systems

NIST - January 2024

https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-2e2023.pdf 8



• Foundations of Security
• LLM & AI Security
• Capture The Flag competitions and Challenge Design
• Web Application Attacks & Defenses
• Systems & Network Attacks
• Secure Design, Defense Mechanisms & Hardening

Course Overview
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Course Design
• This is a graduate hands-on class
• Discover some aspects of the security field together

– Focus is on identifying the key research advancements
– Practical aspect

• Covering the latest technology
• Security & Privacy oriented
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Lecture styles
• Lectures

– Traditional style
– In-class labs

• Hacking
– Demos
– CTF challenges

• Group project 
– Presentations
– Brainstorming
– Check-Ins
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Group Projects
• Teams of 3-4 people

– Inform the instructor by end of Week 1 (Sun, 12 January, 
23:59) on discord

• Create your own team
• Need to work together
• “Freeloaders” would be penalized
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Group Project Deliverables
• Report

– ACM Conference Style
– Around 10 pages

• Code
• Dataset (if any)
• Documentation

– Readme files
– Some comments on source code
– Rationale: Research should be reproducible

• Ultimate deliverable: Deployed challenge at HackPack CTF
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• Start work early
• Have regular meetings and prepare for them
• Brainstorm constantly for ideas
• Divide and conquer tasks and assign tasks clearly
• Leverage your unique skills
• Work on multiple iterations

– Start with the simplest solution that works
– Improve the simplest solution further

● Document your steps

Group Projects: Tips
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• Propose your own CTF challenge
– Must be related to LLMs + security & privacy
– Instructor decides if a challenge is appropriate
– Grading is based on relative quality to other challenges

• Please send a short description on discord
– Describes: Problem, Motivation, Relevance
– Latest by the February 04
– First come first serve

• No duplicate/very similar challenge

– Notification of approval: February 6 (after getting 
feedback from class)

Group Projects: Selections
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Grading
• Participation: 30%

– In-class discussion (10%)
– Lab exercises (20%) 

• Group Project: 70%
– Project Proposal: 5%
– Midterm Progress: 10%
– Final Implementation: 45%
– Final Presentation & Report: 10%
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Participation
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• In-class discussion
• Engaging in the discussions is an essential part of the course
• Labs - small, hands-on exercises related to our class
• Discord

– Identify new research
– Report new security incidents and major events
– Interesting CTFs and challenges
– Organize LLM-related security demos and discussions



Administration
• Class website

– https://kapravelos.com/teaching/csc537-s25/syllabus/

• Communication 

– Discord https://discord.gg/p3TQPXQRGf

– Join and DM to me your NCSU email

• Mail to instructor (for private matters)

– akaprav@ncsu.edu
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https://kapravelos.com/teaching/csc537-s25/syllabus/
https://discord.gg/p3TQPXQRGf
mailto:akaprav@ncsu.edu


questions?
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tensortrust.ai

Security Zen - Want to avoid the start of the semester?

http://tensortrust.ai


tensortrust.ai

Security Zen - Want to avoid the start of the semester?

http://tensortrust.ai


Can you hack my account?
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