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Game Plan

01/8: Primer on von Neumann Architecture and Assembly
01/13: Software Patching and Checksums
01/15: Shellcode???
01/20: Profit! (actually, no class, university is closed)



First time CIA.gov 
was defaced in 1996



threatmap.checkpoint.com

Everyone is Getting Hacked, All the Time



The computer security problem

• Security is everywhere 

• Developers are not aware of security 
(we should fix this!)
– Buggy software
– Legacy software
– Social engineering

• Vulnerabilities can be very damaging 
(and expensive)

• There is financial incentive in finding 
and exploiting vulnerable systems



Black market for exploits

Last iOS exploit was sold for
more than 1 million dollars!



Hacking used to be cool

But now everything is done for profit!
Listed for 
$200,000

source

https://www.privacyaffairs.com/200-million-twitter-data-leak/


source

https://zerodium.com/program.html




Vulnerabilities per product - 2022

source: https://www.cvedetails.com/top-50-products.php?year=0

https://www.cvedetails.com/top-50-products.php?year=0


Vulnerabilities per type - 2025

source: https://www.cvedetails.com/vulnerabilities-by-types.php 

https://www.cvedetails.com/vulnerabilities-by-types.php


https://owasp.org/Top10/ 

https://owasp.org/Top10/


1. Prompt Injection
2. Sensitive Information Disclosure
3. Supply Chain Risks
4. Data and Model Poisoning
5. Improper Output Handling
6. Excessive Agency
7. System Prompt Leakage
8. Vector and Embedding Weaknesses
9. Misinformation

10. Unbounded Consumption

OWASP Top 10 for LLM Applications 2025

source: https://genai.owasp.org/download/43299/ 

https://genai.owasp.org/download/43299/


• Companies will pay you money to report vulnerabilities
• Certain conditions and rules per program

– No Denial-of-service attacks
– Spam
– … (depends on the program)

• l1ackerone
– https://hackerone.com/hacktivity 

Bug bounty programs

https://hackerone.com/hacktivity


Exploits for modern software are extremely difficult to write!

Operation Triangulation’ attack chain

0-click iMessage attack
used four zero-days



Exploits for modern software are extremely difficult to write!

Source: Operation Triangulation: The last (hardware) mystery

https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/


Exploits for modern software are extremely difficult to write!
Attacker sends a malicious 

iMessage to the User

iMessage processes the file 
without notifying the User

Source: Operation Triangulation: The last (hardware) mystery

https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/


Exploits for modern software are extremely difficult to write!

The PDF file exploited an 
Apple-only TrueType remote 
code execution that has been 

known about since the 90s

Source: Operation Triangulation: The last (hardware) mystery

https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/


Exploits for modern software are extremely difficult to write!

The RCE uses return/jump 
oriented programming to 

modify JavaScript's library for 
privilege escalation

Source: Operation Triangulation: The last (hardware) mystery

https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/


Exploits for modern software are extremely difficult to write!

Then uses Apple's binary 
property list to explore and 
learn what the system has

Source: Operation Triangulation: The last (hardware) mystery

https://medium.com/@karaiskc/understanding-apples-binary-property-list-format-281e6da00dbd
https://medium.com/@karaiskc/understanding-apples-binary-property-list-format-281e6da00dbd
https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/


Exploits for modern software are extremely difficult to write!

THEN modifies JavaScript's 
DollarVM to gain read/write 

access to memory and bypasses 
iOS's Page Protection Layer

Source: Operation Triangulation: The last (hardware) mystery

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-32434
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-32434
https://support.apple.com/guide/security/operating-system-integrity-sec8b776536b/1/web/1#sec314c3af61
https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/


Exploits for modern software are extremely difficult to write!

Congratulations!

You can now do anything you 
want on the device

Source: Operation Triangulation: The last (hardware) mystery

https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/


Exploits for modern software are extremely difficult to write!

The attacker opened a hidden 
Safari browser…

Source: Operation Triangulation: The last (hardware) mystery

https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/


Exploits for modern software are extremely difficult to write!

The attacker opened a hidden 
Safari browser…

as well as removed evidence of 
the attack

Source: Operation Triangulation: The last (hardware) mystery

https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/


Exploits for modern software are extremely difficult to write!

Then loads a website that verifies 
the user

Source: Operation Triangulation: The last (hardware) mystery

https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/


Exploits for modern software are extremely difficult to write!

Which now allows the user to 
execute shellcode

Source: Operation Triangulation: The last (hardware) mystery

https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/


Exploits for modern software are extremely difficult to write!

Then uses the same kernel exploit 
from before to load in several 

post-exploit applications

Source: Operation Triangulation: The last (hardware) mystery

https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/


Exploits for modern software are extremely difficult to write!

Finally gains root access to load 
spyware on the device

Source: Operation Triangulation: The last (hardware) mystery

https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/


New Security Sub-Domain! 
Adversarial Machine Learning

Link to NIST report

https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-2e2023.pdf
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-2e2023.pdf


Taxonomy of attacks on 
Generative AI systems

NIST - January 2024

https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-2e2023.pdf 30



tensortrust.ai

Security Zen - Want to avoid the start of the semester?

http://tensortrust.ai


tensortrust.ai

Security Zen - Want to avoid the start of the semester?

http://tensortrust.ai


Can you hack my account?
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