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Thinking like a CTF

Designed around finding a secret in a
binary/website that can be discovered
through exploiting a vulnerability

- "flag{YouSolvedTheChallenge!}"

"Typically" in the form of a string format
term{challenge passcode}
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$ objdump -zd example
0000000000401275 <main>:
401275
401279:
40127a:
( 40127d:
401281:
401284 :

40128c:
th @ 20129:
401293
401296
40129b:
40129e:
4012al:
4012a3:
4012a8:
4012ad:
4012ae:

fa

20
eo

eo
08

£f ff

£f ff
00 00

endbre6e4

push
mov
sub
mov
mov
mov
add
mov
mov
call
mov
mov
mov
call
mov
leave
ret

%rbp

%rsp,%srbp
$0x20,%rsp

%edi, -0x14(%rbp)
%rsi,-0x20(%rbp)
-0x20(%rbp),%rax
$0x8,%rax
(%rax),%rax
%rax,srdi

401080 <atoi@plt>
%eax, -0x4(%rbp)
-0x4(%rbp) ,%eax
%eax,sedi

401176 <function>
$0x0, %eax

Problem is reading
hexadecimal and machine
code is incredibly

difficult!
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* Released in March 2019
* Developed by the NSA

— Declassified after leak on WikiLeaks

* Open Source

— https://github.com/NationalSecurityAgency/ghidra

* In development for ~20 years
— History of Ghidra

* Scripting in Java and Python

IBA

https://ghidra-sre.org/

* Headless Analyzer
®* Ghidra Cheat Sheet

* \Walkthrough of Solving a Simple Reverse Engineering Challenge



https://github.com/NationalSecurityAgency/ghidra
https://github.com/NationalSecurityAgency/ghidra/wiki/files/recon2019.pdf
https://www.ghidra-sre.org/CheatSheet.html
https://www.youtube.com/watch?v=fTGTnrgjuGA
https://ghidra-sre.org/
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Installing Ghidra

1. Grab the latest version of Ghidra

2. Install Ghidra via Gradle
a. gradle -I gradle/support/fetchDependencies.gradle init
b. If you need to install Java 17 and Gradle:
i. sudo apt install openjdk-17-jdk
i. sudo apt install gradle

2.1 Install Ghidra on macOS via brew

a. brew install --cask temurin
b. brew install --cask ghidra

3. Run Ghidra via ./ghidraRun or ghidraRun.bat
a. Don'trun ./ghidraRun through WSL, has weird interactions; use the
.bat version instead


https://github.com/NationalSecurityAgency/ghidra/releases

NC STATE UNIVERSITY

Running Ghidra - Starting a Project

™ Ghidra: NO ACTIVE PROJECT [=1[E](x]
File Edit Project Tools Help

EURORTR ORI W
Tool Chest

Active Project: NO ACTIVE PROJECT

" [ NO ACTIVE PROJECT

Filter: t2)

‘l‘i‘!’ree View l Table \ﬁewJ

Running Tools: INACTIVE




Running Ghidra - Starting a Project

™ New Project [x]

o Select Project Type @

(® Non-Shared Project

(_) Shared Project
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Running Ghidra - Starting a Project

™ New Project [x]

o Select Project Location @

Project Directory: /home/amgaweda/ghidra_demo [

Project Name: | ghidral

| <<Back Next >= [ Einish J| Cancel J




Running Ghidra - Loading Binaries

@ Ghidra: ghidra - a X
File Edit Project Tools Help
LRERER LIRS

Tool Chest

R R

Active Project: ghidra

-\ ghidra

Filter: B
Tree View Table View

-Running Tools

Workspace v

kreaﬁng project: G:\My Drive\Courses Taught\CSC 405 - Computer Security\Code Examples\05.3 - ghidra\demo\ghidra =)
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Running Ghidra - Loading Binaries

OFiIe Edit Project Tools Help

Lm ¥ %
B - E ﬁ & @ % ) 9
x- [E] & =
~Tool Chest
New Properties Select 7
S TN
Rnze Spen i~ Active Project: ghidra
release v O Search release P e (P
2 Name
‘] levell
L] level2
L] level3
1] leveld

Filter:

Tree View Table View
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Running Ghidra - Loading Binaries

@ Batch Import X

Import Sources
‘ /G: My Drive/Courses Taught/CSC 405 - Computer Security/Code Examples/05.3 - ghidra/releaseflevel2 [0 files/1 apps/0 containers/0 levels]
/G: My Drive/Courses Taught/CSC 405 - Computer Security/Code Examples/05. 3 - ghidra/releaseflevel3 [0 files/1 apps/0 containers/0 levels]
/G: /My Drive/Courses Taught/CSC 405 - Computer Security/Code Examples/05.3 - ghidra/release/level4 [0 files/1 apps/0 containers/0 levels] Remove
/G: My Drive/Courses Taught/CSC 405 - Computer Security/Code Examples/05.3 - ghidra/releaseflevel1 [0 files/1 apps/0 containers/0 levels]

Depth limit: | 2 -5 Rescan

r Files to Import -
B,  File Type Loader Language Files
Executable and Linking Format (ELF) x86:LE:64:default:gcc™ 4 files...
r Import Options

Strip leading path [_] Strip container paths

Destination Folder ghidra:/

Cancel
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Running Ghidra - Loading Binaries

@ Ghidra: ghidra

File Edit Project Tools Help
LRRE R KIR
Tool Chest

FEIN

- Active Project: ghidra
-3 levell
[5) level2
=[5 level3
w5 leveld

— [m} X

Filter:

Tree View Table View

Running Tools

Workspace v

Patch Import Summary: Batch Import finished. Imported 4 files.
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Running Ghidra - Analyzing Level 1

% CodeBrowser: ghidra:/levell

File Edit Analysis Graph Navigation Search Select Tools Window Help

B &= PRPRPRB|(ICIDULFVEB- % o - a /EgadC

‘PrmnTrees id & ™| X “ ] Listing: levelt
= E7F levell @ Ghidra: ghidra
.[E2 .bss
data VFile Edit pr',:,j,ec,t Tools Hf:lj:
B oot ERRER LIRS
.dynamic ~Tool Chest -
~[E] .fini_array
~[E) .init_array % * 89 W
' .eh_frame - Active Project: ghidra -
.eh_frame_hdr 3@ ghidra
rodata - B
~[EF) fini [ level2
Program Tree X d level3
w5 leveld
t&'s :I ITree ‘ @Analyze? X

- [ Imports
@[5 Exports
- [ZF) Functions
- [3@ Labels

|§1~ h_::(.) Classes [ Yes i No No (Don't ask again)
(- [C2(} Namespaces

level1 has not been analyzed. Would you like to analyze it now?
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Running Ghidra - Analyzing Level 1

% CodeBrowser: ghidra:/levell o O X
_File Edit Analysis Graph Navigation Search Select Tools Window Help

e = PREPERD JQIDULTFUVB:- | @@ & @ | JES &= 6 C

oOB® 3

Program Trees. X | [[E tisting: levelx Y NNEEAE Decompile: main - (evel1)
id & ™ 001011bf 00 22 00h ~ 1 ~
=) b levell 7T ‘ N ‘ . ‘ » ‘ ‘ N 2'1m: main(int argc,char **argv)
bss : i
.data £
X X ek X E Rk x 5| 1long
.got v )
thunk undefined frame_dummy () 13
< 2 Thunked-Function: register_tm clones 7
Program Tree X DV“.LL'_J AL:1 <RETURN: 8
- )
s B ®|x 10
-3 Exports ~ 11
= E@Functions 001011c0 £3 0Of 12 1 = *(long *)( + 0x28);
G- § __do_global_dtc 001011lc4 e9 77 register_tm clones 13 printf("Enter the password: | B
G- § _libc_csu_fini £ ££ 14| _ isoc93_scanf (sDA
@ §  _libc_csu_init 15 - 5 stremp (o
@ § _fini 2l 16 0 {
;: ; :‘:T;rt kKKK K x x kKA £ kA KKK KK KK KKK N K 17 5 ct password”);
G- §  deregister_tm_c 8 =
- F  frame_dummy pidatabebiiAdnibdtabebb A doldatainbob Adn ek Adil T obeteliy 1s| 1}
- § FUN_00101020 int __stdcall main(int argc, char * * argv) 20
G- § FUN_00101080 int X <RETURN> 21
g § m int argc 22
& § register_tm_dor v Chap % # 2S argy 23
= 2 undefineds Stack[-0x10]:8 local_l0 24
Filter: 25 r
char[40] Stack[-0x38]... password 26 __stack_chk_fail():
@Dﬂh‘fyﬂeﬂm - 2 27 (\ 5 X
R =
= SR AR
| 5 Data Types
- # BuiltinTypes
& Eolevell
(2] ﬁ generic_dlib_64
Filter:

@ I 001011c9 main ENDBR64
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% CodeBrowser: ghidra:/levell

Running Ghidra - Analyzing Level 1

-
’

File Edit Analysis ation Search Select Tools Window Help
Hle-=-- PREBEBE| IIDULFVE- @%@ - VvESOG0BOEHE|®
Program Trees x | [ tsting: levelz il EL @] - x| [Gheemenntedy G i Ro
id & ™ 001011bf 00 22 00h ~ 1| ~
= I 11 ~ 3 = = - 3 .
= evebss aaa : XA AR AA R ra printf("Enter the password: ");
et caxxns R ‘ is0c99_scanf(&DAT O H
got v T . o
thunk undefined frame_dummy () e - Ve > o anCa = "
57 = r pass NOI'K Op{ouperoecre
< 2 Thunked-Function: register_tm clones St“cmp (~ s W } Sh r {u\lr!: ST ’_t} )
Program Tree X DV‘.LL'_J undefined AL:1 <RETURN. if (-: Varl == 1‘|) {
- e_dummy Y
8 el ™| x puts("Correct password");
#-[C) Exports ~
- (&) Functions 001011c0 £3 0f le fa ENDBR&4 12| 1varl = *(long *)(

G § __do_global_dtc 001011lc4 e9 77 ££ register_tm clones 13| |printf("Enter the

G- §  _libc_csu_fini ff ff 14| |__isoc99_scanf(sD d);

@ §  _libc_csu_init 15 perSecret}”):

&= F§  _fini 16

@ § init &

& § _start 2

- § deregister_tm_c =

BF frams dang AANAANRAARAARARA AR AN & A& AAAAAN AR AR A 19| 3

- § FUN_00101020 int __stdcall main(int argc, char * * argv) 20| else {

= §F FUN_00101080 int <RETURN> 21 puts ("Incorrect password”);

R =i | int 22 = 2;

L= § register_tm_dor v char * * -8 argv 23| }
= 2 undefineds Stack[-0x10]:8 local_l0 24 if£ I= *(long *) (in + 0x28)) {

Filter: TN 25 /* WARNING: Subroutine does not r
= char[40] Stack[-0x38]... password 26 __stack_chk_fail():

DataTypeMan... | v X ¥ o1 - N
|o7) Data Type Man = > < >
= - =) - NS > N =
= SR AR
| 5 Data Types
- # BuiltinTypes
= ﬁolevell
(2] ﬁ generic_dlib_64
Filter:

001011c9 main ENDBR&64

@
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Running Ghidra - Analyzing Level 1

% CodeBrowser: ghidra:/levell

= (m} x
File Edit Analysis Graph Navigation Search Select Tools Window Help
H e-=»-  PhEBEBDE I DULFVEB- | @ -a\ﬂ'ﬂv\l-@alﬁcfu--OBQJﬁ
| Rl Ex @ E-x % .Ro |0 | [& [l v X
i3 & ™ 001011bf 00 22 00h ~ ~
=-Ep levell ~ = sqm = = = ps T,
AARARRARA KRR RRAANA AR RN R AR AN KA KRN RN KRN RN A NN KA ) O ~
: s : i printf ("Enter the password )
-[E] .data i wao| __180c99_scanf (¢DAT_00102019,password);
.got v . o
thunk undefined frame_dummy () iVar? = ” - erSarre "y .
< ‘) Thunked-Function: register_tm clones ivVar2 "work Shl"r { FC-S:C"Ct} ) 7
Program Tree X D\":_“_’I undefined <RETURN> if (1 7 == l'l) {
el ™| x puts ("Correct password");
rts ~ _
Functions 001011c0O £3 0f le fa ENDBR&4 ! 2| 1varl = *(long *) (ir
__do_global_dtc 001011c4 e9 77 ££ JMP register_tm clones gl 13| |[printf("Enter the
__libc_csu_fini ££ ££ j __isoc99_scanf (&DAT
__libc_csu_init — iVar2 = strcmp(passw etl”) ;s
_fini = if (4iy = 0) {
init £ (iV =0
:start xuuuu.‘“uuuxuuuu.ti‘i'..“uuuuu x_:rer:tpasswc:d");
deregister_tm_c : FUNCTION or
Viame iy AAAAAAA A KA KAAARARARA KA AR AAAARA KA AAA AR AR A KA ANA }
FUN_00101020 int __stdcall main(int argc, char * * argv)
FUN_00101080 int ER¥:4 <RETURN>
m int EDI:4 argc B
regster_tm_clor v s O ma Okay, that one was super simple, even
< > undefineds StacL[ 0x10]:8 local_10 t . COUId have found It
char[40] Stack[-0x38]... password g
<
ER-ARS
| 5 Data Types
] j BuiltInTypes
- | @level1
(2] ﬁ generic_dib_64
Filter: | | &2
@

001011c9 main ENDBR64 I
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Running Ghidra - Analyzing Level 2

-

1Varl = *(long *) (in FS OFFSET + 0x28):;
printf ("Enter the password: ");
__1s80c99 scanf (&DAT 0010201%,password);

52 = Ilag();

iVar2 = strcmp(password, s2);

if (ivar2 = 0) {

printf ("Correct password”);

S <
'] - —_ -
iVar2 = 0;

}
else {
printf("Incorrect password”);

L AR
lvares = 3;

Same program, but now the flag is obfuscated
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Running Ghidra - Analyzing Level 2

¥{(long *) (in FS
printf ("Enter the password

1Varl

__1iso0c99 scanf(s&DA 2019, password)
s2 = flag{():

iVar2 = strcmp(password, s2):;

if (ivar2 = 0) {
printf ("Correct password”);
iVar2 = 0;

char * flag(wveid)

{
undefined8 *_ s;
size_t sVarl;

int i;

char *flag;

_ 8 = (undefined8 *)malloc(0x28);
¥ 3 = 0x534c4b5048514c54;

__8[1] = 0x707c514653567058;
__38[2] = 0x55466£5746514046;

*(undefined4 *)(__s + 3) = OxS5elldfde;
*(undefined *) ((long)__s + Oxlc) =

i=

0;
0;
while( true ) {
sVarl = strlen({char *)_ s);
if (sVarl <= (ulong) (long)i) break;
*(byte *)((long)__ s + (long)i) = *(byte *)((long)__ s
i=1+1;

+ (long)i) ~ 0x23;

But if | dig a little deeper, we can observe what

this flag function is really doing
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Running Ghidra - Analyzing Level 2

char * flag(wveid)

1Varl = *(long *) (in FS OFFSET + 0x28):;
printf ("Enter the password: "); t :
undefined8 *_ s;
isoc99 scanf (&DAT 0010201%,password); size_t sVarl;
int i;
s2 = flag{(): char *flag;
S RN - ST 7Y -
iVar2 = strcmp(password, s2); \ _ s = (undefineds *)malloc(0x28);
E [iVard == 0 ¥ 3 = 0x534c4b5048514c54;
1 (l varld - { R __s[1] = 0x707c514653567058;
printf("Correct password"):; =A1A) R
3 * fundefined4 *)( s + 3) = OxS5elldfds;
iVar2 = Uy *(undefined *) ((long) s + Oxlc) = 0;

i 0;
while( true ) {
sVarl strlen((char *)_ s);
if (sVarl <= (ulong) (long)i) break;
*{byte *)((long)__s + (long)i) ¥(byte *) ((long)__

i+1;

S S

S

+ (long)i) ~ 0x23;

1

Ghidra IS having some trouble understanding this

part, which is why it's labeled as "undefined"
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Running Ghidra - Analyzing Level 2

OFFSET +
) o
):

__1s80c99 scanf (&DAT 00102018%,pas

1Varl = *(long *) (in FS

printf ("Enter the password:

iVar2 = strcmp(password, s2);
if (ivar2 == 0) {
printf ("Correct password”);

Nx28

-
- r

sword) ;

{

char * flag(wveid)

undefined8 *_ s;
size_t sVarl;
int i;

char *flag;

_ 8 = (undefined8 *)malloc(0x28);
= 0x534c4b5048514c54;

X s
_ s[1l] = 0x707c514653567058;

__38[2] = 0x55466£5746514046;
*(undefined4 *)(__s + 3) = OxS5elldfde;
*(undefined *) ((long)__s + Oxlc) = 0;
= s

while( true ) {
sVarl = strlen({char *)_ s);
if (sVarl <= (ulong) (long)i) break;
*(byte *)((long)__ s + (long)i) = *(byte *)((long)__ s + (long)i) ~ 0x23;
i=1+1;

}

X

But whatever it is, the binary seems to loop

through those hex values and then XOR (*) them
with another fixed hex value (0x23)
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Solving Level 2 with GDB

Since we know the function names in the binary, we can use gdb to
call that function directly

$ gdb level2

Reading symbols from level2...

(gdb) b main

Breakpoint 1 at 0x12a2: file src/level2.c, line 20.
(gdb) r

Starting program: /path/to/level2

[Thread debugging using libthread_db enabled]

Using host libthread db library

"/1lib/x86 64-1linux-gnu/libthread db.so.1".
Breakpoint 1, main (argc=1, argv=0x7fffffffdad48) at src/level2.c:20
20 src/level2.c: No such file or directory.
(gdb) call (char*)flag()

$1 = 0x5555555592a0 "workshop{Super_SecretLevel2}"
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Solving Level 2 with Python

Alternatively, we can take those raw hex values from Ghidra and
write a short Python script to decrypt them

struct pack, unpack

parts = [
0x534c4b5048514c54,
0x707c514653567058,
0x5546615746514046,
ox5el14f46

]

# < means little endian byte order

# Q means unsigned long integer (8 bytes)

flag = b"".join([ pack("<Q", hex_chunk) hex_chunk parts])
# trim null bytes

flag = flag.replace(b"\x00", b"")

decrypted flag
char flag:
# XOR each byte with ©x23 to get password
decrypted _flag chr(char ~ 0x23)

print(decrypted flag)
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Running Ghidra - Analyzing Level 3

sas Symbol Tree B ™| X

- ID Exports ? =
& A Functions Static Techniques
- _DT_FINI Displaying program symbols
5 § _DT_INIT ("T": The symbol is in the text (code) section)
@ § _FINIO
} G} _INIT_':‘ $ nm example | grep " T"
f ji}v. f entry 00000000004010c@ T _dl_relocate_static_pie
© @ § FUN_00101020 00000000004012b0 T _fini
© @ § FUN_00101090 0000000000401000 T _init
A § FUN—OO 101130 0000000000401090 T _start
- f FUN—OO 101160 0000000000401176 T function
@ § FUN_001011e9 :eeeeéeeemelys T main
. @ § FUN_0010128f SErip caupie
¢ @ § FUN_00101340 $ nm example | grep " T
j_i} f FUN_001013b0 nm: example: no symbols
- Labels
- [CID Classes

- [C5f ) Namespaces

Oh no! Someone used strip to remove function

identifiers!




Running Ghidra - Analyzing Level 3

= £ Imports A 0010501b 22 22
B <EXTERNAL> 0010501c 22 22
@ £ _oxa_finalize 0010501d 22 22
@ £ _gmon start_ 0010501e 22 22
i £ _Ibocs9. sanf 0010501£ 22 22
o £
@- § _ stack_chk_fail L
@fx _I'Wt_deregisterTTV : Sttt KARRAL Sbiety REHHAXIAEXS . XX$ : KAKNAK St
@- £ _ITM_registerTMCh \ THUNK FUNCTION '
@ £ malloc KXKKKARKRRKRNRRNRKRRRNNRRRKRRNARRNRRRRRANNRRRKRARR RN AR NANN KR AN KA
@ £  printf thunk undefined _ libc_start_main()
@ £ stremp Thunked-Function: <EXTERNAL>::_ libc_star...
| @ £ stien undefined AL:1 <RETURN>
- Wbcso.b v <EXTERNAL>:: libc start main XREF[2]: entry:00101128(c), 00103£e0(*)
N 2% — | 00105020 22 22

Luckily, all programs need a starting point, which

we can figure out via __1ibc_start_main




Running Ghidra - Analyzing Level 3

= £ Imports A 0010501b 22 22
£ <EXTERNAL> 0010501c 22 22
G’] fx __cxa_finalize 0010501d 22 23
@ £ _gmon start_ 0010501e 22 22
i £ _Ibocs9. sanf 0010501£ 22 22
@ £
@- § _ stack_chk_fail
- § _ITM_deregisterTV AKX AR N AN A X AIEK A AN IR AN XX IAIHX AN RN XS AIHKRALN SRS
@- £ _ITM_registerTMCh \ THUNK FUNCTION '
@ £ malloc KRKRNKRRRNRKKRANNKR KRR RRRR KK RANN KR KRR RARR KK RANR KRR ARANR KK AN
(?J ¥ printf thunk undefined _ libc start_main()
@ £ strmp Thunked-Function: <EXTERNAL>::_ libc_star...
| g e undefined AL:1 <RETURN>
G- locaos v <EXTERNAL>:: libc start main XREF[2] : entry:00101128(c), 00103£=0(*)
s > | |oo105020 22 22

This reference points us to the program's starting function
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Running Ghidra - Analyzing Level 3

00101106 49 89 dl MOV 2void processEntry entry(undefined8 param l,undefined8 param 2)
00101109 5e POP 3
0010110a 48 39 e2 MOV 4
00101104 48 83 =4 £0 AND S| undefined auStack 8 [8];
00101111 50 PUSH - € , . s s e - :
00101112 54 PUSH RSP=>local_l0 =l 7| | libc start main(FUN_0010128f,param 2, &stack0x00000008,FUN_00101340, FUl
00101113 4c 2d 05 LEA RS, [FUN_001013b0] g
96 02 00 00 g 3 el
001011la 48 8d od LEA RCX, [FUN_00101340] 10 /* WARNING: Do nothing block with infinite loop */
1£ 02 00 00 11| } while( true );
00101121 48 &d 3d LEA RDI, [FUN_0010128£ 12}}
67 01 00 00 13
20101128 ££f 15 b2 CALL gword ptr [-><EXTERNAL>::_ libc_start_main]
2e 00 00 2

Jumping to that memory address, we can see what it's doing
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Running Ghidra - Analyzing Level 3

00101106 49 29 dl MOV 2void processEntry entry(undefined8 param l,undefined8 param 2)
00101109 5e POP 3
0010110a 42 89 e2 MOV 41
0010110d 48 83 e4 £0 AND 5| undefined auStack & [3];
00101111 50 PUSH RAX €
00101112 54 PUSH RSP=>local_l0 7| | _libc_start _main(FUN_0010128f,ppram 2, &stack0x00000008,FUN_00101340, FUN
00101113 4c 8d 05 LEA RE, [FUN_001013b0] ﬂ 2 e .
9¢ 02 00 00 9| do {
001011la 48 ad od LEA RCY, [FUN_00101340] 10 /* WARNING: Do nothing block with infinite loop */
1f 02 00 00 11| } while( true );
00101121 48 &d 3d LEA RDI, [FUN_0010128£ 12}}
€7 01 00 00 13
20101128 ££f 15 b2 CALL gword ptr [-><EXTERNAL>::_ libc_start_main]
2e 00 00

Specifically, we can see libc's main is being called on function pointer

FUN_0010128f
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Running Ghidra - Analyzing Level 3

definedd FUN_0010128f (void)

undefineds * FUN_00101le39(void)

int iVarl; :
undefined8 *__ s;
char * 827 =

size_t sVarl

~e e

>4
L

undefined8 uVa
& int local_

OFFSET;

long in_FS ¢

char local_ 38 [40];
long local 10; __ 3 = (undefined8 *)malloc(0x28);
- ¥ 3 = 0x534c4b5048514c54;

2
3
4
5
6
7
8
9
0
local_10 = *(long *) (in_FS_OFFSET + 0x28); 11| __s[l] = 0x707c5146€53567058;
2
3
4
5
3
q
8
9

printf("Enter the password: "); __8[2] = 0x55466£5746514046;
__1isoc99_scanf («DAT_00102019,local_38); *¥(undefined4 *)(_s + 3) = 0xSelldide;
¥ (undefined *) ((long)__s + Oxlc) = 07

local 24 = 0;

__s2 = (char ‘)FU'N_OOlOlleS!(),'\/
iVarl = strcmp(local_38,_ s2);

if (ivarl == 0) { while( true ) {
printf ("Correct password"):; sVarl = strlen((char *)_ s);

if (sVarl <= (ulong) (long)local_24) br

W N O W00 ] e WD W0 ] N e W

llse [ ¥(byte *) ((long)__s + (long)local_24)
4 local 24 = local_24 ;
printf ("Incorrect password"); 0 ihcat 22 = 2
uvar2 = 3; P
1 2| return __s;

And we're back to our decryption function
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Want More Practice on Reverse Engineering?

Get Started Learn ~ Practice Compete ~ About ~ Log In

Carnegie
Mellon
University

picoCTF 2024

March 12 to March 26, 2024
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Rest of Class - Level 4 Practice

wvoid main(void)

1Varl = *(long *) (in_FS5S_OFFSET + 0x28);
memset (input, 0,0x28) ;
printf ("Enter the passwo

__isoc99_scanf (¢DAT_00102034, input);

iVar2 = check_flag(input);

if (ivar2 == 0) {
printf ("Correct password”):;

}

else {
printf("Incorrect password”);

}

if (1Varl !'= *(long *) (in_FS _OFFSET + 0x28)) {

/* WARNING: Subroutine does not return */

__stack_chk_fail():

}

return;




